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LIFE CYCLE MANAGEMENT





     LCM Security Overview

The Internet has dramatically impacted the manner in which business is conducted and has driven the explosive growth of business-to-business electronic commerce. In order to remain competitive, organizations must deploy open and dynamic networks that are accessible to partners, customers and employees. The latest figures reveal that close to 300 million people have access to the Internet worldwide, making it a formidable sales, marketing and communication tool. 

However, with the potential benefits come inherent risks. 

· Average losses due to security breaches were $1,898,000 in 2000 (Source: CSI/FBI 2001 Computer Crime and Security Survey). 

· Global losses due to a lack of Internet/information security were $15 billion in 2000 (Source: Datamonitor) and are projected to be $77 billion by 2005 (Source: RBC Capital Markets).

· 67% of organizations surveyed indicated their e-business activities were vulnerable to security breaches (Source: Network World 500 Survey, 2001). 

The consequences of security breaches can be significant; an organization’s intellectual property may be compromised, employee productivity may be impacted, legal liabilities may be incurred, and since the Internet has become critical in supporting marketing and customer service activities, system outages caused by attacks may result in lost sales and dissatisfied customers.

LCM Security, founded in 1993, has developed a Life Cycle Methodology to Network Security Management LCM Security partners with customers to initially access and implement necessary technologies, processes and procedures to ensure a secure baseline.  A Life Cycle approach is designed to combat emerging threats introduced by ongoing network changes and increasing sophistication of external and internal hackers. 

The Life Cycle approach consists of 4 key elements:

· Assessment – Assess Network Architecture, Policy and Procedures and External and Internal Security to establish to establish the initial security baseline. Ongoing process based on historical data.    

· Planning and Implementation – Establish security plan for implementing Technology, Policy and Procedures for the organization.  Security Management Strategy is also established. 

· 7 X 24 Monitoring and Response – Provides for on-going, pro-active management and monitoring of key security components such as Firewalls, Intrusion Detection and Protection Systems, Virus protection and server security logs. In addition, provides response with defined escalation procedures, on site service, remote intervention and forensics

· Management and Support  - Tracks historical incidents and events to identify points of potential vulnerabilities and attempted exploits.  Traffic and protocol analysis allows for improved policies resulting in greater availability of network and Internet resources. 

These elements are combined into a continuous process designed to monitor, respond appropriately to threats/attacks and continually improve the security baseline by effectively using the normally unmanageable data produced by multiple vendor’s security products. 
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LCM Security Services

In order to secure networks from potential threats, effective polices, procedures and technologies must be put in place and security infrastructures must be continuously monitored and improved.  LCM Security has developed expertise in all aspects of security life cycle management to address these challenges; assessing current security practices and infrastructures, developing and implementing security strategies and technologies, and managing security infrastructures on a 7/24, on-going basis.

LCM Security Assessment Services:

LCM Security employs a proprietary security assessment methodology that has been developed over years of networking and Internet security experience. This approach is designed to assess the overall security environment, identify weaknesses and vulnerabilities, assess the threat posed by these vulnerabilities, and to make recommendations to optimize the security infrastructure and significantly mitigate risk.

LCM Security Strategy Development and Implementation Services:  

Establishing a security plan (short and long term) and effective Internet usage policies is crucial to mitigating the risks associated with providing open and accessible network services. 

Based on the results of the security assessment, LCM Security assists in establishing security strategies, plans and policies. LCM Security’s highly experienced consultants are capable of implementing the recommendations and leveraging the approaches and technologies that are best suited to the security plan. 

Since 1993, LCM Security has developed strategic relationships with best-of-breed technology providers in the Firewall, VPN, Anti-Virus, URL Filtering, Policy Management, Intrusion Detection and Remote Management areas. These relationships, along with LCM Security's proprietary security assessment and implementation services, enable LCM Security to deliver comprehensive and tightly integrated security and policy management solutions.  

LCM Security has also developed technology that is designed to gather, correlate and report on event data from disparate security technologies such as firewalls, intrusion detection and URL filtering.

LCM Security Managed Services: 

Organizations must be vigilant about potential security breaches and threats.  Pro-active security management means that new threats are detected before they create problems, and that employees who violate policies are dealt with according to agreed upon compliance rules.

LCM Security provides support for on going, pro-active security management through a 7/24 “managed service”.  This offering is designed to monitor network activity, detect security breaches and non-compliance with usage policies, alert and report on identified threats, and to take the actions necessary to minimize network disruption, damage to internal systems and the loss of intellectual property. 

LCM Security Products

LCM Security XPOSURE – Reporting, Alerting and Incident Tracking Application:

Critical to LCM Security Methodology is the Security Reporting, Alerting and Incident Tracking product, Xposure.  Xposure parses the massive amounts of data from multiple security systems and places it in a standard Security Data Model.   Information then can be used to manage the total security environment, correlate events, track incidents and create alerts. Historical data is used to improve the security baseline, to implement and revise security policies and track and protect against future incidents and attacks. 

In addition, LCM Security offers solutions surrounding a variety of “Best of Breed” security products: Firewalls, URL Filtering, Virus Protection and Intrusion Detection and Protection Systems. 
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